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Abstract—Recent technological advances have resulted in a
dramatic change in the market shares of cellular mobile devices.
However, little is known about the impact of these changes on the
landscape of cellular network traffic. Using anonymized traces
from one million cellular subscribers, we conduct a comparative
study of the usage characteristics of three different types of
mobile devices: feature phones, air cards, and smart phones. Our
study covers three aspects: traffic volume in terms of data, voice,
and short messages and corresponding temporal fluctuations,
applications breakdown in data access, and the presence of
malicious traffic. Our study reveals some similarities as well as
distinct differences among the three device types. These insights
into the modern cellular network traffic could influence how
cellular carriers manage and provision their networks.
Index Terms—cellular network traffic, smart phone, air card,
feature phone, cellular device usage

I. I NTRODUCTION
The cellular network has seen a rapid change in the market
shares of mobile devices in recent years. In 2009, smart
phone penetration was only 25% in the US and 14% in the
world. In the second quarter of 2011, it has risen to 55%
in the US and 28% in the world [1]. Simultaneously, the
market of air card products is also expanding very rapidly [2],
while the usage of feature phones (also known as ordinary
or dumb phones) declines every year [1]. There is currently
very limited understanding of how these changes impact the
landscape of cellular network traffic, which in turn have
implications on how cellular carriers manage and provision
their networks. Most previous studies on cellular networks are
unaware of device type differences [3] [4] or dedicated only on
smart phones [5], and hence can provide little insight on the
differences and similarities among different mobile devices.
In this paper, we attempt to fill this knowledge void by
conducting a detailed comparative study of the usage characteristics of three different types of mobile devices: feature
phone, air card, and smart phone. Our study is based on two
anonymized data sets from the CDMA2000/EVDO network
of a major commercial cellular carrier in the USA. The first
data set contains session level cellular traffic records of around
800,000 subscribers over one-month period. The second data
set is a one-week long trace of IP packets generated by over
500,000 cellular data service users.
Our analysis covers three aspects: volume characteristics of
cellular network traffic (including voice calls, short messages,
and data access), application breakdown for IP (or data) traffic,
and the presence of malicious IP traffic. We find immense
diversity among different types of devices. For example, the

ratios between the average IP traffic generated by an air card,
a smart phone, and a feature phone are 4.5: 2.5: 1. The volume
distributions of IP traffic with respect to mobile applications
are quite diverse among different device types. Only smart
phones and air cards generate port-scan traffic, each exhibit
distinct scanning patterns.
Despite the differences mentioned above, similarities are
also found among the different types of mobile devices. We
find that HTTP and HTTPS packets account for the dominant
share of IP traffic volume on all types of devices. In addition,
the temporal volume fluctuations of IP traffic generated by
different devices follow almost the same diurnal patterns. The
distributions of IP traffic volume with respect to individual
device types all follow the Zipf model. Furthermore, we
observe that the volume patterns of voice calls and short
messages are strongly related to the usage of data services
and almost independent of the device types.
Our results provide important insights into the evolving
landscape of cellular network traffic. A better understanding
of the usage characteristics of different types of devices would
allow cellular carriers to perform a better traffic demand
forecast and resource provisioning as the relative popularity
of these device types changes in the future.
The rest of the paper proceeds as following. We discuss
related work in Section II, and describe data sets used in our
study in Section III. Section IV presents the overall characteristics of cellular traffic for different types of devices. Section V
provides a detailed analysis of the application breakdowns for
IP traffic generated by different device types, while Section VI
focuses on malicious traffic generated by cellular terminals.
Finally we conclude the paper in Section VII.
II. R ELATED W ORK
There are several recent measurement studies that cover
different aspects of cellular traffic, including characterization
of IP traffic (i.e., data access) [6], [5], [7], [8], [3], [9],
[10] and voice call patterns [4], [11], [12]. However, these
studies either consider overall cellular traffic (agnostic to
device types), or focus specifically on smart phone usage.
None of them have considered the differences between smart
phones, feature phone, and air cards. For instance, Falaki et
al. [5] presented a comprehensive study of smart phone usage
from four perspectives: 1) user interactions with the phone, 2)
application usage, 3) network traffic, and 4) energy drain. This
study only considers IP traffic generated by smart phones and
ignores other device types such as feature phones or air cards.
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III. OVERVIEW OF DATA S ETS
Our work is based on two sets of anonymized data collected
from the CDMA2000/EVDO network of a commercial cellular
carrier in a major state of the USA.
Dataset1: Dataset1 is collected from four geographicallyadjacent switches covering 955 cell towers, and contains the
session records for over 800,000 cellular terminals from the
month of October 2011. The records in this data set include 1)
starting time and session length of every voice call, 2) starting
time of every short message, 3) starting time and transmitted
bytes of every data session, and 4) (hashed) identifiers and
device type of the terminal for every session. Note that this
dataset does not include any packet-level information.
Dataset2: Dataset2 is a week-long IP packet trace collected in
October 2011 from a gateway that connects the cellular EDVO
network to the Internet. More than 500,000 cellular terminals
appear in the dataset. The records include the arrival time
stamp and complete application layer header for all up-link
(sent from cellular terminals to the network) HTTP packets,
and the five-tuple {Timestamp, Source Port, Destination Port,
Source IP, Destination IP} for all other data packets. In
addition, the “User-Agent” field of HTTP headers uniquely
identifies each terminal and we obtained the device type for
85% terminals from an independent source. In our study, we
only include the terminals with identified device type. Among
the identified devices, around 76% are smart phones (the
majority are Android phones), 14.5% are feature phones, and
9.5% are air cards. Note that this trace does not contain voice
calls or short messages and only subscribers who use data
service (referred as data users) appear in this dataset.
IV. C HARACTERISTICS OF C ELLULAR T RAFFIC VOLUME
In this section, we analyze the characteristics of overall
cellular network traffic (including data traffic, voice calls, and
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In addition, it analyzed a small data set containing only 255
users. Our current work utilizes a much larger data set and
covers a wider scope.
The only previous work that studies the differences among
various types of cellular devices is done by Shafiq et al.[8].
Their study showed that the accuracy of the models describing
cellular Internet traffic volume can be improved by customization based on device differences. In particular, cellular devices
were grouped according to their trademarks and version numbers. On the other hand, our study is conducted at a different
granularity, where we consider different device types: smart
phones, feature phones, and air cards. Moreover, we consider
overall usage of the cellular device, including not only data
traffic, but also voice and short messages.
To the best of our knowledge, our paper presents the first
measurement-based characterization of malicious traffic in
cellular networks. However, the methods we use to identify
malicious traffic are based on existing works. We quantify two
types of malicious traffic: (i) port scan activity by detecting
TCP SYN packets that get no response[13], [14], and (ii)
packets sent to unused IP address space [15].
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Fig. 1. Diurnal patterns of aggregate IP traffic volume for three device types:
smart phone, feature phone, and air card

short messages) generated by different types of devices. We
are primarily interested in traffic volume, in terms of number
of bytes, calls, and short messages, and call duration. We base
this part of our study on Dataset1.
A. IP Traffic
1) Aggregate Traffic Volume Characteristics and Diurnal
Patterns: Fig. 1 shows the normalized aggregate data traffic
volume (measured in bytes) generated by each type of devices
(smart phone, feature phone, and air card) at per-hour granularity for one representative week drawn from Dataset1. Results
from other weeks demonstrate very similar characteristics, but
are not shown here due to space limitation. There are clearly
strong diurnal fluctuations in the traffic volume across all types
of devices, and the observed fluctuations follow very similar
patterns. Each day, the busy period are observed to be from
7:00 am to 9:00 pm. The lowest hourly traffic volume occurs
between 2:00 am and 3:00 am. This diurnal pattern coincides
with the typical work schedule of cellular users. In addition,
the daily peaks observed on weekends are slightly lower than
those observed on weekdays. Furthermore, lower peaks can
also be seen on holidays, e.g. the Columbus Day on October
12. Overall, our findings show that whether it is a working or
non-working day has a visible, but not significant, impact on
the IP traffic volume generated by cellular terminals.
Fig. 2 plots the mean and standard deviation of the average
per-hour IP traffic volume per individual device for different
time the day for each device type. The means and standard
deviations are calculated from the observed average traffic
volumes observed in the same hour of each working day
throughout the month of October 2011. Fig. 2 shows the
same diurnal pattern of traffic volume fluctuations as observed
in Fig. 1. Moreover, the standard deviations in Fig. 2 are
very small, which indicate that the average per-hour IP traffic
volume are relatively stable across all 31 days, and this
stability is prevalent among all types of devices. Fig. 2 also
reveals the difference in bandwidth/resource demand of a
single device depending on its type. For example, the average
IP traffic volume (hence bandwidth consumption) of a single
air card is around 2.5 times compared to that of a smart phone,
and around 4.5 times of what a typical feature phone generates.
Note that only session records of data service users are
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Fig. 3. CDF of the number of application categories used by
individual cellular terminals in one day

included in Fig. 2. Fig. 3 summarizes the statistics of the
number of data-service subcribers and the total number of
devices for each category (smart phone vs. air card vs. feature
phone), along with the associated IP traffic volume. We find
that 69.4% of smart phone users are data service users, and
the remaining 30.6% only make phone calls or send short
messages. On the other hand, only 12.37% feature phones
users generate data sessions. If we take all the terminals into
account, the actual ratios between the average IP traffic volume
generated by a typical air card, smart phone, and feature
phone are around 36.3 : 9.8 : 1. The difference is much
larger than what we observe in Fig. 2. This finding has impact
on how cellular carriers forecast data traffic growth (and the
correspondence bandwidth demand) as the market share of
different device types changes in the future.
2) Data Usage Characteristics of Individual Cellular Terminals: In Fig. 5(a), (b), and (c), we plot the ranked distribution of traffic volume with respect to individual cellular terminals for smart phone, feature phone, and air card,
respectively. As reported in previous studies [16] [3], the
distribution of traffic volume in cellular network roughly
follows the Zipf model. In our study, we also perform a fit
for the traffic volume distribution using the Zipf model, and
the results are shown Fig. 5. The goodness of fit (R-Square)
for smart phones, feature phones, and air cards are 0.8764,
0.8799, and 0.9056, respectively. These values indicate that the
traffic volume distributions with respect to individual cellular
terminals indeed possess some of the fundamental features of
Zipf model, i.e. the IP traffic volume generated by a cellular
terminal device is inversely proportional to its rank, and most
traffic is generated by a small fraction of terminals.
A closer observation on Fig. 5, however, reveals that only
the traffic volume distribution of the top 10% most active
devices/users strictly follow the Zipf model. For all three
device types, the distribution curve of the remaining users of
lower ranks gradually deviates from the ideal Zipf model. The
exponent b we obtained in the Zipf fitting for smart phones,
feature phones, and air cards are -0.51, -0.56, and -0.58, which
indicate that traffic volume diversity among the top 10% air
cards is the most significant, followed by feature phones and
smart phones, respectively.
Extending the comparison to include the other 90% less
active data users, we plot the cumulative distribution function
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Fig. 4. CDF of IP traffic volume of
individual terminals across one month

TABLE I
p-VALUES OF K RUSKAL -WALLIS TEST FOR CALL COUNT DISTRIBUTIONS
feature phone non-data

feature phone data

smart phone non-data

0.0703

0

smart phone data

0

0.6909

(CDF) for the IP traffic volume distribution of all cellular
terminals for each device type in Fig. 4. We can see that
the distributions for smart phones and air cards are similar
with each other, while the CDF of feature phones shows a
larger spread (diversity) of traffic volume among individual
terminals. For both smart phones and air cards, the monthly
traffic volume correspond to almost 80% of all terminals are
within the range of 5 MBytes to 1 GBytes, while in the case of
feature phones the same percentage covers a much larger range
from 100 KBytes to 1 GBytes, and more than 30% of feature
phones are within the range of 100 KBytes to 5MBytes. A
wider range of diversity in terms of data traffic usage makes
it more challenging for cellular carriers to project overall data
traffic growth for resource provisioning purposes.
B. Voice Call
We now investigate the characteristics of voice calls made
by smart phone and feature phone users. Air cards are not included because they can only be used for data communication.
In order to understand the potential relationship between data
traffic usage and voice call behaviors, we further divide both
smart phone and feature phone users into two subgroups: data
users (i.e., whose data session records appeared in Dataset1)
and non-data users. We analyze two aspects of voice calls:
duration and frequency of calls. Our analysis show that the
call durations follow very similar distributions for all four
categories of users: smart phone users with and without data
services, feature Phone users with and without data services.
We then analyze the frequency of voice calls made by these
four user categories during the entire month, as shown in
Fig 6. Quite interestingly, we find that the numbers of calls
made by data-service subscribers, independent of the types of
devices they use (smart or feature phones), follow very similar
distributions. Similarly, the distributions of call frequency for
non-data users are almost identical for the two device types
as well. However, there is a significant difference between
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data-users and non-data users, i.e., data users (who actively
accessed data services over the observed month) tend to make
more calls than non-data users.
To quantify our findings, we randomly select five thousand
terminals from each of the four user groups, and run pairwise
Kruskal-Wallis test [17] among the selected terminals. The
Kruskal-Wallis test is designed to test the null hypothesis that
samples in all tested groups are drawn from populations with
the same distribution. We list the results of Kruskal-Wallis test
(the p-values) in Table I. The p-value between non-data users
using smart phones and non-data users using feature phones is
0.0703, which is not significant enough (i.e. < 0.05 by default,
or < 0.01 in strict cases ) to reject the null hypothesis. In other
words, the call count distributions of those two user groups
are statistically similar to each other. The same conclusion
can also be drawn for data users using smart phones and data
users using feature phones. On the other hand, we see that the
tests between non-data users and data users all return 0, which
means that their call count distributions can be considered
as different. Our analysis results show that, the difference
in observed voice call patterns is associated to whether the
subscribers use data services or not, independent of what type
of devices they have.
C. Short Message
Fig. 7 shows the number of short messages sent by subscribers using different types of mobile phones. Except for
the slight differences between the curves of smart phones and
feature phones, most short message characteristics resemble
the observations we have on voice call patterns, i.e., the distributions of short message numbers have a stronger dependence
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on the data-service usage than on the type of devices, and data
users tend to send more short messages than non-data users.
Our results in Section IV-B and Section IV-C can help
cellular carriers to predict how frequently subscribers are going
to make phone calls or send short messages. However, how
voice call and/or short message pattern will change after nondata users switch to data-users is still unclear due to the lack
of long term records, which is left for future work.
V. IP T RAFFIC A PPLICATION B REAKDOWN
In this section, we perform a more detailed analysis of the
type of data applications running on smart phones, feature
phones, and air cards. Unlike previous attempts to understand
cellular device usage that focus on individual data applications
[16], we group applications into several categories according
to the services they provide and study the functional-level
properties of mobile data traffic generated by different device
types. This part of our study is based on Dataset2.
We use a three-step method to identify the category of data
applications that generate the IP traffic observed in Dataset2.
First, we classify all data packets according to their TCP/UDP
port numbers because most mobile applications use port numbers registered at the Internet Assigned Numbers Authority
(IANA) [18], and applications adopting random port use, such
as P2P, are not popular in cellular networks. We found that
more than 70% of the cellular data communications are HTTP
or HTTPS traffic. As a result, in the second step we apply a
simple keyword mining [19] [20] on the destination URL of
every HTTP packet for further application identification (If
a URL cannot be matched with any keyword, we categorize
it as “browsing”, which is the default application that HTTP

protocol is designed for). In the final step, after we identify
the application category of a URL, we group all packets
transmitted to or from the IP address of this URL into the same
category. Using this method, we manage to identify more than
85% of all the data traffic in Dataset2.
A. Application Diversity
Fig. 8 shows the distribution of the number of data application categories used by an individual terminal within a day
for different device types. It is obvious that air card users
access a wider range of IP/data-services than smart phone and
feature phone users. More than 50% of air card users access
more than ten categories of data applications in a single day.
A smart phone user, on average, accesses more categories of
data applications than a feature phone user. These observations
indicate a trend that cellular terminals will have more various
data usages as the number of smart phones and air cards grows.
B. IP Traffic Breakdown by Application Categories
Fig. 9 illustrates the distributions of traffic volume with
respect to different categories of data applications. Note that
we list “facebook” as an independent application category
because it contributes to a significant portion of traffic volume
on all types of devices. We also studied how these volume
distributions change throughout a day, and found that for all
device types, the bandwidth shares of different application
categories are roughly stable over time.
The results show that Facebook, browsing, and e-mail
are very popular on all types of mobile devices. This is
quite different from wired networks [21], especially for email, which only accounts for a very small portion of wired
traffic. Furthermore, we find that the proportions of IP traffic
generated by some categories of applications, such as video,
music, e-commerce and content distribution network (CDN),
vary dramatically among smart phones, feature phones, and air
cards due to differences in devices’ capabilities. For instance,
video applications generate only 5% of IP traffic on feature
phones, but around 15% and 20% on smart phones and air
cards, respectively. This phenomenon is possibly due to the
insufficient resources and capabilities to display multi-media
content on most feature phones. Meanwhile, the share of
music traffic on feature phones is the highest among all
devices. It might be because most feature phone users turn
to music for entertainment due to the limited video function
of their handsets. Moreover, the proportion of e-commence
traffic on air cards is higher than on mobile phones. A possible
explanation is that it is more convenient to do on-line payment
on a desktop or laptop computer.
Therefore, as the smart phones and air cards become more
popular, we may expect to see a larger percentage of video
traffic in cellular networks. The increase of this kind of
bandwidth-consuming applications may further intensify the
need for larger backhaul capacity. On the other hand, the
observed results also show that the bandwidth shares of several
major application categories, namely facebook, e-mail, and
browsing, are unlikely to change much in the future.

VI. M ALICIOUS IP T RAFFIC IN C ELLULAR N ETWORK
With a boost in the functionality and programmability of
modern devices, there is an increasing possibility that cellular
terminals can be leveraged for malicious activities targeting
other hosts in the cellular network or the wide-area Internet.
By identifying and analyzing port scan traffic in cellular networks (using Dataset2), we characterize several fundamental
features of malicious traffic generated by different types of
cellular devices.
We apply two methods to detect port scan traffic in our
dataset. Our first method focuses on TCP SYN packets and
UDP packets sent out by cellular terminals that receive no
responses. These TCP SYN packets and UDP packets indicates
failed connection attempts, which usually reveal malicious
activities [13] [14]. We mark all the sources of non-responded
packets as potential attackers, and use two thresholds to further
classify potential attackers into normal users and real attackers.
The first threshold is the number of failed connections initiated
by a device in half an hour. This threshold can detect active
attackers that generate a burst of port scan traffic in a short
time. The second threshold is on the total number of failed
connections a cellular device initiates in a whole day. This
threshold is designed to detect the port scan traffic, such as
the scans initiated by worms, that is generated at a low rate
but will accumulate to a large volume over a longer period. A
cellular device that meets either thresholds will be identified
as an attacker. We ran a series of experiments to determine
the value of both thresholds by the following two principles.
First the thresholds should be as low as possible to ensure a
small false negative rate. On the other hand, in order to also
keep the false positive rate low, we stop further decreasing the
thresholds after reaching a point where reducing the threshold
even a little bit would cause a sharp increase in the number
of detected attackers. According to the experiment results, we
set the two thresholds to be 500 failed connections in half an
hour, and 2000 failed connections in a day.
Our second method for malicious traffic detection is to
monitor the packets destined for unused IP addresses. This
approach has been proven to be useful for measuring a variety
of abnormal behaviors [15]. In our study we identify five classA IP blocks that are not in common use: 1.0.0.0/8, 5.0.0.0/8,
7.0.0.0.8, 37.0.0.0/8, 45.0.0.0/8, and classify all the packets
sent to those IP blocks as potentially malicious traffic. We find
that more than 90% of packets sent to the five unused IP blocks
are also detected as port scan traffic by our first method. Other
potential causes of malicious traffic, such as DoS attacks, IP
address bytes-order misconfiguration, improper distribution of
routing information, and abuse of P2P software, are rarely
observed in our cellular network data trace.
A. Temporal Analysis
Fig. 10 shows the number of active port scanners in each day
through the week during which Dataset2 is captured. We can
see that only two feature phones are detected (on Tuesday and
Friday respectively), and most scanners reside on smart phones
and air cards. This observation implies that the increase in the
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population sizes of smart phones and air cards might bring new
security threats to cellular networks. The remaining analysis
in this section mainly focuses on those two device types. Fig.
10 also reveals the presence of port scans initiated by smart
phones and air cards through the whole week. On average,
the smart phone scanners are around 3.5 times as many as
air card scanners. However, considering that the total number
of air cards in Dataset2 is only around 1/8 of the number of
smart phones, the actual percentage of air cards with port scan
activity (around 0.12%) is larger than the percentage of smart
phone scanners (around 0.04%).
Fig. 11 illustrates the histogram of the number of active
days for all port scanners. For both smart phone and air card
scanners, the majority are only detected in one day throughout
the whole week. However, compared with air cards, a larger
portion of smart phone scanners are active for more than
one day in the week. Several smart phone scanners are even
detected in six or seven days while the most active air card
scanner only appears in five days through the week. It seems
that smart phones are more preferred platforms for long term
scanning while air cards, although more likely to be used as
scanners, are usually leveraged for short scanning missions.
Fig. 12 illustrates the mean and standard deviation of
normalized port scan traffic volume as a function of the hour
of a day. Traffic volume in every hour is normalized by the
maximum hourly volume through the whole day. None of
the standard deviations shown in Fig. 12 is substantial. This
indicates that the diurnal pattern of port scan traffic volume is
stable through the week. Additionally, port scan traffic volume
changes dramatically between day and night, and the peak
volume takes place at night. This feature is different from
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Spatial characteristics for port scan traffic initiated by air cards

what we have observed on the diurnal pattern of aggregated
IP traffic volume, which reaches the peak during day time. One
explanation for this phenomenon is that most port scans are
done at night to take advantage of the low bandwidth usage.
B. Spatial Analysis
The histograms of scanning traffic volumes generated by
smart phones and air cards are illustrated in Fig. 13(a) and
Fig. 14(a), respectively. For both device types, there exist a
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feature phones, air cards, and smart phones. Our results
reveal some similarities as well as differences among the
traffic volume characteristics of those devices. In addition,
we perform a detailed application breakdown for IP traffic
in cellular networks. Lastly we study port scan activities on
different types of cellular devices. Most scanners we detected
reside on smart phones and air cards, suggesting that the
increase in the population sizes of those devices might bring
new security threats to cellular networks.
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